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DETAILED ACTION 

1. Claims 1, 4-14 are pending. 

Response to Arguments 

2. Applicant's arguments filed 3/3/2008 have been fully considered but they are 
moot in view of the new grounds of rejection. 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 

obviousness rejections set forth In this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or deschbed as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

3. Claims 1,4-14 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
GrohoskI et al US PGPub 2004/0225885 in view of Srinivasan et al US PGPub 
2004/0158742. 

4. With regards to claims 1, 11-12, 14, GrohoskI teaches an electronic device 

comprising (GrohoskI, paragraph 0056, paragraph 0106, crypto processor), an 
accelerator for accelerating cryptographic data processing operations, which 
acceleration is arranged with (GrohoskI, paragraph 0056, higher speed encryption and 
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decryption processes enabled using crypto coprocessor) a first logical interface over 
which data to be processed is provided (Grohoski, paragraphs 0061-0062, transfers 
crypto packet), a secure second logical interface over which cryptographic keys 
employed in the operation of processing data is provided (Grohoski, paragraph 0062, 
paragraph 0052, control queue, paragraphs 0056-0057, sharing access to registers and 
memory access units provides a secure connection, paragraph 0106, controlled access 
to secure registers), and wherein the first logical interface and the secure second logical 
interface share a same physical interface (Grohoski, paragraph 0056, share same 
memory access units). Grohoski fails to teach a configuration register arranged to 
indicate to the accelerator whether secure mode or normal mode is set by the processor 
arranged in the device. However, Srinivasan teaches a configuration register arranged 
to indicate to the accelerator whether secure mode or normal mode is set by the 
processor and configured to receive mode setting instructions from a protected 
application, said processor arranged in the device (Srinivasan, paragraphs 0121, 0127, 
0133). At the time the invention was made, it would have been obvious to a person of 
ordinary skill in the art to utilize Srinivasan's method of providing secure operation 
modes for a processor because it offers the advantage of ensuring that only authorized 
application software is executed and only authorized multimedia content is rendered 
(Srinivasan, paragraph 0007). 

5. With regards to claim 4, Grohoski as modified teaches the configuration 
register is further arranged such that is may be set in one of a plurality of possible 
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encryption modes, tlie accelerator being arranged to operate in tlie encryption mode set 
in the register (Grolioski, paragraph 01 16, encryption type field). 

6. With regards to claim 5, Grohoski teaches the accelerator is arranged such that 
the first logical interface and the secure second logical interface are provided via 
respective physical interfaces (Grohoski, Figure 2 Items 215 and 210). 

7. With regards to claim 6, Grohoski as modified teaches the first logical interface 
of the accelerator is arranged such that it is accessible by any application while the 
secure second logical interface of the accelerator is arranged such that it is accessible 
by protected applications only (Srinivasan, paragraphs 0007, 0121, 0127, 0133). 

8. With regards to claim 7, Grohoski as modified teaches protected applications 
prevent other applications from accessing the accelerator (Grohoski, paragraph 0106). 

9. With regards to claim 8, Grohoski as modified teaches protected applications 
are applications which are allowed to execute in the secure execution environment 
(Aaro, column 4 lines 55-61). 

10. With regards to claim 9, Grohoski as modified teaches storage circuitry 
arranged with at least one storage area in which protected data relating to device 
security is located (Grohoski, paragraph 0106), a processor arranged such that is may 
be set in one of at least two separate operating modes (Srinivasan, paragraphs 0007, 
0121 , 0127, 0133) and the device further arranged such that the processor is given 
access to said storage area when a normal processor operating mode is set 
(Srinivasan, paragraphs 0007, 0121, 0127, 0133) and the processor is denied access to 
said storage area when a normal processor operating mode is set (Srinivasan, 
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paragraphs 0007, 0121, 0127, 0133) and the processor is capable of accessing the 
secure second logical interface of the accelerator when the secure processor operating 
mode is set (Srinivasan, paragraphs 0007, 0121, 0127, 0133). 

1 1 . With regards to claim 10, Grohoski as modified teaches the protected 
applications controlling the processor operation mode (Srinivasan, paragraph 0010). 

12. With regards to claims 13, Grohoski teaches the acceleration arranged such 
that the first logical interface and the secure second logical interface share a same 
physical interface (Grohoski, paragraphs 0102-0103, access using the interface include 
both keys and source data, paragraph 0056, share same memory access units). 



Conclusion 



Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to ANDREW L. NALVEN whose telephone number is 
(571)272-3839. The examiner can normally be reached on Monday - Thursday 8-6, 
Alternate Fridays. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kambiz Zand can be reached on 571 272 381 1 . The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 



/Andrew L Nalven/ 

Primary Examiner, Art Unit 2134 



